CHICAGO BOARD OPTIONS EXGHANGE

Regulatory Circular RG09-122

To: Members and Member Firm Organizations
From: Division of Member and Regulatory Services
Date: October 28, 2009

RE:  Supervision of Electronic Communications and Electronic Storage of Records

The purpose of this Regulatory Circular is to outline and reiterate, particularly to those members who are
not members of the Financial Industry Regulatory Authority (“FINRA”), the requirements of Securities
Exchange Commission Rule (SEC) 17a-4 regarding Electronic Storage of Broker-Dealer Records and
also specifically regarding the supervision and storage of electronic communications. The SEC Books
and Records Rules provide members the flexibility to maintain their records electronically or in hard copy
form. Members who choose to store records electronically can also elect to utilize the services of an
independent third-party to do this work. There are numerous service providers that offer assistance to
members with the capture of records at the network level, such as emails and instant messages (IM), and
with retention of those records. The systems of some service providers also facilitate electronic-based
supervisory reviews. Members utilizing the services of an independent party to assist with the supervision
of electronic communications and retention of records, must be aware of and comply with the requirement
to provide notice to their Designated Examining Authority of their intention to maintain records
electronically and to provide a written third-party undertaking requirement from the third party that meets
the requirements of SEC Rule 17a-4.

Members who determine to maintain their records via hard copy should review the requirements of SEC
Rule 17a-3 and 17a-4 regarding what records they are required to have and the time period that those
records are required to be maintained.

Members may be required to produce copies of electronic communication or other books and records
in connection with an Exchange investigation or examination.

The Use of Electronic Storage Media (SEC Rule 17a-4)

Members that use electronic storage media for any part of their books and records, must comply with the
specifications for storage media and other rule requirements as set forth in SEC Rule 17a-4.

The SEC has not endorsed any particular recordkeeping method or medium. However, with respect to
books and records that are maintained electronically, guidance can be inferred from the rule's requirement
that records be maintained on micrographic media or other electronic storage medium. Examples include
microfilm, microfiche, tape backup, write-once compact disc (CD) or digital versatile disc (DVD).



The rule states, among other things, that electronic storage media must;
o  Preserve the records exclusively in a Write Once Read Many (WORM) format.

o Verify automatically the quality and accuracy of the storage media recording process; the intent is
to ensure that the media recording process is accurate and to ensure the recorded information is of
the highest quality. The software utilized to conduct the recording of the data should have the
capability to perform an automatic check of the quality and accuracy of the data recorded.

o Serialize the original and, if applicable, duplicate units of storage media, and time-date for the
required period of retention the information placed on such electronic storage media. When a
record is serialized, the date and time of the recording, as well as the integrity and completeness
of the data and file structure is written to the media. This helps ensure that a copy created is an
exact duplicate of the original record.

e Have the capacity to readily download indexes and records preserved on the electronic storage
media to any medium acceptable under the Rule, as required by the SEC or the self-regulatory
organizations (SRO) of which the member, broker, or dealer is a member. The purpose of an
index is to identify a record so that it can be retrieved when necessary (i.e. date, time, keyword).
The system or software also maintains a locator data base that identifies the exact position (such
as optical disk volume, track number and file number) where the record is stored and from which
it can be accessed. Being able to identify, locate and retrieve a record is a requirement for the
index component of the rule.

e A step in ensuring data quality and integrity requires the member have in place an audit system
providing for accountability regarding all access to records maintained and preserved using
electronic storage media and any changes made to every original and duplicate optical disk. In
addition, the audit system must be available for examination by the staffs of the SEC and SRO.
An audit system verifies each step of the archival process and tracks, records and reports each
phase of the archival process. This includes data transfer, production logs, quality assurance, and
ongoing tracking of the archived data. The audit trail information may need to be provided to the
examiner as a means of documenting and supporting the quality of the archival process.

e Store separately from the original, a duplicate copy of the record stored on any medium
acceptable under Rule 17a-4 for the time required. “Stored separately” requires that the duplicate
copy be located in a different geographic location from the original record. Members can meet
this requirement by storing one copy in the office and another in its residence as long as the
locations are not in the same geographical area.

Additionally, a member will need to consider the following;

e |If a member intends to utilize non-optical disk technology (including CD/DVD-ROM) to
maintain records, then 90-day prior notice must be provided to their designated examining
authority (DEA).(attached is a sample notification).

e SEC Rule 17a-4(b)(4) requires broker-dealers to maintain all communications (including inter-
office memoranda and faxes) relating to its business. All correspondences created and received
concerning its business are required to be maintained



o For examination purposes, the member shall at all times have facilities available for immediate,
easily readable projection or production of micrographic media or electronic storage media
images and for producing easily readable images. The records are typically expected to be
"readily™ accessible (within hours or at least on the same day) during the first two to three years
of their required retention period, the period when the potential for a regulatory investigation or
audit is highest. Thereafter, records should be retrievable within a reasonable period of time
(typically 2-3 days). All records which the member is required to maintain would fall under this
requirement.

e With respect to the location of the data to be stored electronically, the member must take
precautions to ensure that the storage location is in a secured, location prior to being backed-up
onto a WORM format. A location that could be accessed only by, and limited to key personnel
(i.e. administrator or IT Officer) could be considered secured. Additionally, a log to track access
to this location as well as any modifications made to the data in this location should be available.
The member must be able to demonstrate this during the course of an examination.

e With respect to the frequency that the back-ups must be performed, the member should perform
an analysis of its business and consider the following criteria; the type of business the member
conducts (i.e. proprietary, sole proprietary, retail customer), the amount of data that changes day
to day or the amount of new data generated to determine the frequency of its back-ups. During the
course of an examination, the member firm must be able to demonstrate the frequency is
sufficient given its analysis.

Supervision of Electronic Communication and Record Retention

Each member should develop and implement written supervisory procedures that are reasonable given the
nature of the member’s business. Members should provide their employees with:

- Clear policies and procedures for the use of electronic communications, both internal and
external;

- ldentification of the types of electronic devices that the member allows its employees to utilize,
which includes but is not limited to, laptops, home computers, cell phones and blackberry
devices.

- ldentification of the types of electronic communications that members or its employees are
allowed to utilize. These would include, but not be limited to instant messaging, text messaging,
e-mail, or participation in chat rooms, and social or business networking tools.

- The procedures should also detail; the frequency that the electronic records are backed-up; the
hardware and software utilized to perform the back-ups; personnel or department that performs
the back-ups and the media on which the back-ups are stored. To merely state that the member
complies with SEC 17a-4 is not sufficient.

Since members are required to supervise and retain electronic communications, as discussed above,
including those that emanate from a platform such as Bloomberg, AOL or Yahoo, the member may
consider prohibiting the use of such platforms. If a member allows IM, the member should make sure the
technology is in place to capture and archive it, and that the associated persons know when they can and
cannot use the systems. If a member allows its associated persons to conduct business using several
different screen names, they must be able to identify the user and capture all communications transmitted
under the different screen names. If a member allows its associated persons to participate in online chat
rooms, they must supervise the activity to prevent exaggerated, unwarranted, or misleading statements or



claims, including promises involving the member’s business. Finally, unless a member is capable of
supervising and retaining communications that emanate from personal devices (cell phones, blackberry
devices, personal computers) a member should consider prohibiting their use. Failure by a firm to
implement adequate supervisory procedures or an associated person to follow supervisory procedures can
result in disciplinary action.

Recent Examination Findings

The following, include but are not limited to, examples of conduct that may subject members to
regulatory action:

- Failure of a member to retain electronic records, including e-mails and instant messages, in the
proper format — they were not in WORM format.

- Failure of a member to retain electronic records of contract employees. For members that utilize
the services of a contract employee (i.e. FINOP, Compliance Officer), the simplest solution is to
assign the contract employee an e-mail address on the members domain to ensure all business
related correspondences are captured by the member. For those contract employees that may
provide services to multiple members, the CBOE will consider each situation on a case by case
basis to ensure that the retention requirements are met.

- The frequency of the backing-up of data was insufficient and the member could not substantiate
the frequency of the back-ups with a needs analysis.

Additional information on SEC 17a-4 can be found at: http://www.sec.gov/rules/interp/34-47806.htm

Questions regarding this Regulatory Circular or the use of electronic means of communication or the
retention of electronic communications or records may be directed to David Carlson (312-786-7052) or
Milan Markovic (312-786-8192).


http://www.sec.gov/rules/interp/34-47806.htm

Sample - 90-Day Electronic Storage Notification

(Date)

Name

Title

Address

City, State, Zip

RE: (Firm Name), CRD# (XXXXX)

The undersigned hereby undertakes to furnish promptly to the Chicago Board Options Exchange
(“CBOE”) and its designees or representatives upon reasonable request, such information as is deemed
necessary by the CBOE to download information kept on the broker's or dealer's electronic storage media
to any medium acceptable under SEC Rule 17a-4.

In addition, the undersigned asserts that the proposed (name of vendor or software) solution archives
data in non-proprietary file formats and allows for digital data recording in a non-rewriteable, non-
erasable format such as Write Once, Read Many (WORM).

Furthermore, the undersigned hereby undertakes to take reasonable steps to provide access to information
contained on the broker's or dealer's electronic storage media, including, as appropriate, arrangements for
the downloading of any record required to be maintained and preserved by the broker or dealer pursuant
to SEC Rules 17a-3 and 17a-4 under the Securities Exchange Act of 1934 in a format acceptable to the
CBOE. Such arrangements will provide specifically that in the event of a failure on the part of a broker or
dealer to download the record into a readable format and after reasonable notice to the broker or dealer,
upon being provided with the appropriate electronic storage medium, the undersigned will undertake to
do so, as the CBOE may request.

Sincerely,
(Principal Name)
(Title)



